promulgating a final rule.3¢ If the costs of compliance are too high: if compliance will
preciude the introduction of new services; if the proposed standard caﬁnot adequately protect
privacy; then the Commission is authorized under Section 107(b) to reject the proffered
capabilities. The result is that industry would not have to meet the capability requirement in
order to have "safe harbor.” By contrast, under Section 109, if the Commission finds that
compliance is not reasonably achievable, carriers will be deemed in compliance unless the
Attorney General agrees to pay the incremental costs necessary to make compliance
achievable. |

The Carﬁcr Associations urge the Commission to conduct a thorough inquiry into the |
costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not
want to develop hardware and software for CALEA compliance only to find that the cost is
too ﬁuch they cannot make it available at a reasonable charge, and carriers are seeking relief
at the Commission. Accordingly, the Commission should begin a reasonably achievable
inquiry as part of this rulemaking; otherwise, it certainly will be faced with reasonable
achievability petitions later, the determination of which will only further delay CALEA
implementation and increase costs to all concerned. -

V. CONCLUSION

The Carmer Associations urge the Commission to decide the legal issues associated
with capability as soon as practicable after notice and comment. The Commission should
remand to TR45.2 any revisions in the standard that are necessary as a result of this
rulemaking so that voluntary compiiancc can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section 107(b) requires the Commission's final rule to (1) meet the assistance capability
requirements of section 103 by cost-effective methods: (2) protect the privacy and secunty of
communications not authorized to be intercepted: (3) minimize the cost of such compliance on
residential ratepayers: and (4) serve the policy of the United States to encourage the provision of new
technologies and services to the public. 47 U.S.C. § 1006(b)(1)-(4).

[24647-0007/DA930990.021 | -16- ' ‘ a9t



extension should be granted immediately. Finally, the Commission should commence an

inquiry into whether compliance for pre-standard installed or deployed hardware and software
will be reasonably achievable. -

Dated: April 9, 1998

Respectfully submitted.
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- SUMMARY

Both the Center for Democracy and Technology and the Department of Justice receatly
filed petitions pursuant to the Cummunications Assistance for Law Enforcement Act' of 1994
(“CALEA"), challenging the intlustry “safe harbor standard (J-STD-025) as deficient.

. Mmmﬂﬂymﬂsﬁecmmmmmmpﬂ.yonbmhpdﬁmm
immedintely initiate a rulemaking to resolve these challenges. Mchmﬂym
mmmomwmmbwmeeqdpmmmdwﬁwmwmu-sm
025. The existence of thess chullenges ~ seeking, alternatively, dramatic expansion and
contraction of the standard ~- hus created great uncertainty about whether manufacturers will
have to madify their solutions. To avoid unnecessary waste of time, engineering resources and
lost opportunity costs, as well us to avoid fizther delays in implementing CALEA, manufacturers
are in need of immediate guidance from the Commission.

Becauss, even on an axpedited basis, the Commission’s substantive determination may
- not be completed for several months, TIA hereby rsquasts that the Commission:
first, immediately anncunce, at the beginning of its rulemaking, that enforcement of
CALEA is suspended until the Commission issues its finsl determination;
second, establish, also at the beginning of its rulemaking, a reasonsble compliance
sc!admccfnlmumonth;formm:famandcarﬁmmdwelop,inmnandmﬂm
software and equipment necessary to implement the Commission’s final decision;
third, establish an expedited schedule for addressing these challenges; and
fourth, should the Comnmission determine that J-STD-02S is deficient, remand any
technical standardization work to TR-45.2.

9EP'd  BBPON SEpT v
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TIA welcomes the Comyaission's resolution of this difficuit dispute and hopes thata
prompe solution will be passible.

9e/S°d 8v "ON S6PT €BE 202 Wil WedlS:E  866T1°2 “dd
S6P1 £8F 202 ‘



APR-02-82 13:57 From:STEPTOE 4 JPHN!ON A 2024293802 T-380 .0t Jo8=303

TABLE OF CONTENTS

Summsry i
L Introduction 2

1. The Comemission Immediately Should Suspend Eaforcement :
of CALEA During the Pendency of Its Rulemaking 5

.  The Commission Should Establish, at the Beginning of Its Rulemsking, A
Reasonable Complisnce Schedule of st Least 24 Months from the Dass of the
- Commission’s Final Decision for Industry to Build and Deploy the Equipment
and Software Neceasary to Implement that Decision 7

IV.  The Commission Should Establish an Expedited Schedule for Addressing the

Complicated Technical and Legal Issues Raised by These Petitions 11
V. Should the Commummemnj-sm-ozs is Deficient, It Should
Remand any Technical Standardization Work 1o TR-45.2 11
V9.  Conclusion . 12
-«

SE/9°d @8y ' ON SEV' 1
Eae zaz BILI : ¢ .



APR=02-38 13:57 From:STEPTOE & JOKNSON 2024283802 Te380 P.0§ Job=302

Before the
FEDERAL COMMUNICATIONS COMMISSION
Washiagton, D.C. 20854

In the Master of )

)
Rulsmaidng Under Section 1006 )
of the Communications Act of )
1934, ss amended, and Section 107 )
of the Commuaications Assistance ) DecketNo. ______
for Law Enforcemens Act to Resolve )
Technical Issues and Establish )
2 New Compliuncs Schodule )

To: The Commission

PETITION FOR RULEMAKING

In the last several days both the Center for Democracy and Technology (“CDT™) and the

" U.S. Department of Justice have filsd petitions pursuant 1o the Communications Assistance for

Law Enforcemant Act of 1994 (“CALEA™), asking the Commission to declars deficient the
industry “safe harbor™ standsrd (3-STD-025)? jointly promulgated by petitioner, the

‘ Communications Assisaancs for Law Enfarcament Act, Pub. L. 103<614, 108 Stz 4279 (199)
- cadiffied gt 47 USC § 1001 g5 358,

2 mrummmmcmﬂmmwcwm«»
STD-02S to the Commission staff for their uss ia this snd related proceedings. TIA requests thae the Commission,
s &k has done in the pest, s2e, 0.8, 47 CF.R. § 1.1307(b)4) and 47 CF.R. § 68317, respect the intellectual
nm«maumwrmmmumwmum
the guidance of Offtes of Managsment snd Budget Circular A-] 19, Federal Participatien in the Development ond
Use of Volumary Consensus Sianderds and in Conformity Assessmene Activiries, 63 Ped. Rag. 854S, { 6j (Feb. 19,
1998)(specifying that an sgancy “should reference voluntary conssnsis standards, along with sousces of availamlity
in appropriate publications, reguiatory orders, and related intemal docurnents. . . . [fa voluntary standard is used
u‘ublllhodmuwmﬂmmmlmmomﬁmduMOfmwm
and any similar cbligasions.”).
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Telecommunications Industry Assoctation (“T1IA™).’ and Commines T-1, which is sponsored by
the Alliance for Tehcommcamom Industry Solutions.

Pursuant to sestioa 107(b)(5) of CALEA and section 1.401 of the Commission's Rules,
47 C.F.R § 1.401, T1A hereby respectfully raquests the Commission to commence the requested
nulemaking to resolve long-standing disputss as to whether the industry standard is
undetinclmive (as argued by law enforcement) or overinclusive (as urged by privacy
advocates). TIA also urges the Commission to announce, pursuant to the explicit authority
granted to it under CALEA section 107(b)(5), that mﬁﬁm should suspend development of
capabilities 1o meet J-STD-025 during the pendeney of this rulemaking and to establish a
reasonable compliance scheduls of at least 24 months from the Commission's final
datermination.

L Intreduction

On March 26, 1998, the Center for Democracy and Technology filed a petition, pursuant
to sections 107(b) and 109(b) of CALEA. asking that the Commissioa initiste a rulemaking t
review the indusry “safe harbor” standard, J-STD-025. The CDT contends that two provisions

3 TIA is a aaclongl, full-eervice truds association of over 900 small and largs companies that provide
services in the United Swsns snd sround the werld. TIA Is accrediad by the American National Standards lnstisute
("ANST™) t0 issue standards for the industry.

¢ Sestion 1.403 of the Commission's Rules, 47 C.F.R. § 1.403, provides for natiae and oppormnity

for comment in response %o patitiens for rviemaking filed under Sestion 1.401. See aisc Sections 1.40S and 1.409,
47 CF.R. §§ 1.403 and 1.407. 1n view of the urgent nesd for the Commission to resolve these uniquely tme-
sensitive and important issues and to semblioh & sew complisace schadule under section aomxmfcax.um
requests that the Commission proceed direstly (o issusnes of 3 Netics of Propased Rulemaking i response 10 this
Peution for Rulcmsking. Asherity for sush sstion is sontuinad is Section 1.3 of the Rules. 47C.F.R § 1.3, and
Section 4()) of the Conununications Act of 1934, as amended, 47 US.C. § 154()-

C.2.
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of 1-STD-025 regarding “location™ and “packet data” exceed the scope of CALEA and,
therefore, rendes the standard deficient. The CDT also urges the Comemission to “reject any
request by the FBI ot other agencies to further expand the surveillance capabilities of the
Nation’s telecommunications systams™ and to “find compliance with the assistance capability
requirements not reasonably achievable far equipment, facilities and services installed or
deployed after Janusry |, 1995, and indefinitely delay implementation of the statute, while
industry develops a narrowly t‘ocuud standard.”

" On March 27, 1998, themwmmoﬂnsﬂu and the Federal Buresu of Investigation
(“FBI™) filed a similar petition, contending that J-STD-02$ is deficient bacause it fails to include
nine additional surveillance features (colioquially known as the “punchlist”) that industry and the
privacy comumnunity had determined exceed the scope of CALEA. The Commission should act
on both petitions and immediately initiste a rulemaking to resolve these challenges and avoid
further delay of implementation of CALEA.

The industry standard represents 2 good-faith effort by industry to balance society's
competing intcrests in preserving individual privacy, technolagical innovation and public safery.

‘Nevertheless, the ongoing dispute ovar whether J-STD-025 is cousistent with CALEA's
requirements has delayed implementation of the Act by more than two years. Accordingly, TIA
welcomes the Commission’s resolution of this prolonged dispute.

. It is important that the Commission act promptly on the pending petitions, especially in
providing manufacturers with immediate guidance regarding their compliance obligations. As
the Commission is aware, manufacnirers are devoting enormous engineering resources to build
the equipment and software to meet J.STD-025. Software engineers at several manufacturers are

-3
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literally ready to enter the cade for the software programs necessary to implement parts of J-
STD-025. The existence of these challenges to J-STD-02S5 -- seeking, alternatively, dramatic
expansion and contraction of the standard ~ has created great uncestainry about whether
manufacturers will have to modify their solutions. To avoid unnecessary waste of time,
engineering resources and lost opportunity costs, as well as to avoid further delays in meeting the
Congressional intent expressed when CALEA was passed. manufacrurers arc in nced of
immediate guidance from the Comemission. | '

Because, even on an expedited basis, the Commissicn's substantive determination may
not be completed for several months (or evea by the October 25, 1998 compliance date), TIA
mqumﬂmmumwonlmedhulymmuthsmoﬂuwuz 1) thas
enforcement of CALEA is suspended during the pendency of the rulemaking (as CDT has
suggested) and 2) that manufacturers and carriers will have a reasonable compliance schedule of
at least 24 months ta develop, install and test the software and equipment necessary 1o implement |
the Commission's final decition. Otherwise. manufacturers will coatinue 10 have to devote
scarce enginsering resources to a solution that the Commission may nubuqmm.ly modify.

In addition, T1A recommends that the Cammission adapt, as the FBI has requested, an
expedited rulemaking on the substance of the two petitions. Ahhon;hthmpﬁﬁonscom
complicated technical and legal issues, TIA is hopeful that a comment schedule similar to that in
the Commission's recent Notice of Proposad Rulemaking (30-day comment period and 30-day
teply period) will be sufcient.

Finally, as a further means of expediting this process, TIA suggests that — if the
Commission does determine that J-STD-025 is deficient - the Commission identify the specific

.‘. h

SE/0T "d aer ON

S6PT €BE 202 Uil WdBS:E BE6T°2 °
S6PT £8C e B



APR=02=38 13:53 From:STEPTOE & JOMNSON . 2024283302 T-380 P 10/36 Jon-303

capabilities it balieves are required by CALEA and consider remanding any detatled, technical
standardization wotk to Subcommittes TR-45.2 (the TIA standards group that initially developed
J.STD-02S in cooperation with Committee T-1). This division of labor would permit the
Couunission to focus its resources on the legal question of whetber J-STD-025 must be modified
without having to develop the necessary implementing technical specifications. 1t would also
allow TR-45.2 to ensure that any modified standard is consistent with existing industry protocols
and capabie of zctual implementation.

II. The Commission Immedistely Shouid Suspand Enforcament of CALEA During the
Pendency of 1ts Rulemaking

The Commission tmmediatety should suspend enforcemen of CALEA during the
pendency of its rulemaking.’ 1n section 107, Congress clearly saticipatad the problems that
would asise if the FB1 did not agree with an industry sundard's implementation of CALEA's
capability requirements. The stamte grants the Commission the authority to resolve disputes
owrinduwyMudm set s compliance schedule for transition to the final standard that

the Commission promulgates.’ Ustil the current uncertainty surrounding J-STD-025 has been

s wﬁmmmmmmmmmmm-amm
manufacturers and the FBL As the telecommunisations indusry has indicsted in 8 recent letser to the Anomay
Cenersl. manufacturers are committed to continuing thet exerciss. See letter from Masars. Mez Flanigan (President,
TIA). Jay Kitchen (Presidens, Personal Communications industty Assacistion), Roy Nes! (President, Untsed States
Telephone Associgtion) and Thomss Whssier (President, Celiular Telecommuaications industry Association) 1o the
Honorabie Janet Reno (March 20, 1996) attached as Appendix 1.

& See footnote 9, infha.
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resolved, manufacturers should not be required to devote engineering resources developing and
implementing s standard that may be radically modified in the next few months,’

Because any modification in J-STD-025 could require complex changes in a
manufacturer’s individual CALEA solution, proceeding in the face of the current challenges to J-
szswomdcmmmmmmuﬂemﬁmhsmsuﬁﬁcingom
pmﬂt-mahngﬂvimm&m:hempuﬁamﬁnmmofhm;mmsmm ‘
versions of its CALEA solution.’ This clearly would not serve the public interest. Even before
the pending petitions, manufacturers were concsmed about the inherent uncerminty in working
1o comply with a standard that the FB] had repeatedly said it would challenge. As a resuit, many
mmmebmmmmmmpuwmmmm
actual implemsntation.

If a schadule for transition 10 the revised standard is not provided by the Commission and
manufacturers are requited to continue to deveiop CALEA solutions during the peading
rulemaking, the various manufacturers’ CALEA solutions will risk being incompatible with each

other. System incompatibility is an enovmous risk for service praviders, manufacturers and the

! indosd, 1he Attomey Genarsl suggested a3 mush {n her recent testimony before the House

Appropristions Subcsmmittes for Commeres, Justice, State and the Judleiary. in har testimoay, the Anoraey
GmMMnhMM&Mmemmhmmwuwu
months —~ for a2 least six mouths during the pendency of the Commission’s review and for at least an additions! |13
menths sfter the Commission ismes its final desision to allow industry 10 bulld and inszall the equipment necessary
1o comply with ths Commission’s determination. See Testimony of the Attomey Genersl before the House
AmmpnnIm Subcommistse for Commeres, State, Justice, the Judiciary and Relsted Agencies (February 26,

1

: Design of the software and hardwars nesesaary o impiement CALEA capsbilities is very labor

" lntenstve. Asihis Comruission ia well aware, the telesammmunications industry is going through ab enormous growth
that has strained the pool for talented engineers. (n addition, there are several other presaing tschnical issues = such
quzmmmm-Manmmthenuwmkifwmhndk\nﬁmw
maaner and compete for tiese scarce resources.
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government. As the Commiission is av;ue. local exchange, celiular and personal
communications service (“PCS™) providers' networks frequently intermix various
manufacturers’ telephone network elements. Thus, standards-based, compatible solutions are
critical 10 ensure that such devices ars fully interoperable.’ Failure o ensure uniform
engineering solutions will increase the risk of system unrsliability, customer dissatisfaction and
frustrated wiretsp service. Rushing to cobble together disparate engineering solutions to aveid
enforcament actions is sure to injure everyone.

Thus, the Commission should provide manufacturers with immediate guidance so that
they will not have 1o make essentially irrevocable engineering choices until the Commission
resolves whethsr the mndndmuoxpnnd.mmum:hem

L. The Commission Sheuid Establish, at the Beginning of its Rulemaking, A
Renssnsble Complisnce Sehodule of at Least 24 Months from the Date of the
Commission’s Final Decision for Industry to Bulid and Depley the Equipment and
Software Necossary to lmplement that Decision

Under section 187(b) of CALEA, the Commission is required to “provide a reasonable
time and conditions for compliance with and transition to any new standard.”' As the

’ This fact was resognized by Congress in crafting CALEA o provide that Industry (a0 not
government) decids what dass is to be provided to law enforesment. Thus, the statute is designed to permtis induswry,
mmmbmmmmﬁﬁfumm ‘The law aiso clesrly provides that

only such “call identifying informazion™ thet masufacnirers had themesives saginssred into their devices mux be
provided to law enforcament, and oaly if that data is reasonably svailable o be exaucted.

1o Sestion 107(b) sllows “a Government agency or any other person” that believes tiat an indusry
standard is defisient 0

“petition the Commission to esuablish, by rule, technical requirernents or standards that -~

(1) mase she sssissance capability requirements of sestion 103 by coat effective methods:

(2) protect the privacy sad security of communisations not axsharized o be intercepted;

(3) minimize tha cont of such compliance oa

residential rawpayers:
(6) serve the policy of the United States 1o encoursge the provision of new technologies and services 1o the

public; and
(Continued ...)
~7s
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Commission is awsre, software development efforts for digital telephony enhancements require
approximately 24 months of ra:.earch and development time for manufacnm In addition,
manufacturers (working with thieir carrier customers) require several more months .
(approximately 6-12) to modifir their equipment facilities and services to accept the nsw features
and 1o test the implementation.'' In the present situstion, where Law Enforcament has expressad
an inability to provide any sort of test bed or other facility against which manufacturers might
test proposed solutions, the precess could easily ke longer.!?

(5) provide s ressonsble tirr.s and conditions for compliance with sad transition o any new standard,
including defining the obligations of wlecommunications carriers under section 103 during any transition

period,
CALRA, § 107(b); 47 U.S.C. § 1006(b).

in coasidering wh:it constintes “s reasonsbie time™ for complinnce, the Commission sheaid
examine the other factots set forth ir, section 107(b). For sxampis. If pressed 1o accsierms their development and
implamentation scheduis o iess tha two yesrs. manufactueers would not be abis (o mest the assistance capebility
requirements by the most cost-sffective methods. s required by Section 10700X(1).

Simiigrly, any incsassd costs suffered by manufhcturers in sitempting to satisty the
Commission's finai detsvmination i less than two years would inevitably be passed tn earriers who (depending on
whethsr they were reimbursed by the goveramant) would be foreed to pass the costs along to the ratspayers ~ 2

result dirsstly contrary 1o the gosl of minimizing the costs of compliance on residestial rasepayers sot forth in
Section 107(0X(2).

Finally, foreing industry t besome CALEA compliant in under twe years would not sorve “the
policy of the United States to encourage the provision of new tecinologies and services 1o the publis,” as snormous
unounts of time and engineering m.npower otherwise smpioyed in the pravision of such desirable technologies to
the public would have to ba dedient »d 1o sstisfying the Commission's final determination.

" Ses Testimony of Matthew . Flanigan (Presidenz. TIA) before the Houss Judiciary Subcomemines
on Crime (October 23, 1997) anached as Appsndix 2. See also TIA Comments and Reply Comments in the

Commission’s recont rulsmuking. {1 the Mstser of Communications Assistance for Law Enforcement Act. CC
Docket No. 97-213, FCC 97-354.

Similarly, in the implamentasion plaa it subminted to Cangress sa March 3, 1997, the FBI
ssknowisdged that standard industy practice cequires at least six months of syscem engineering followed by an
additional 12 months of enginestinj development before new festures can sven begin 1o be reieased t carviers

:unnm. %mmsmhun for Law Enforcement Act (CALEA) implementacion Plan, FBL &t 22 & 23
March 3, | X .

' Despite industry's repested reauasts for sueh information, the FBY still has not identified the third-
party vendor who is 1o build its coliestion “bax” and whea such 3 cailsction device would be available for inwefecs

(Continued ...)
-8 ’
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Obviously, because manufacrurers have already begun work toward implementing J-
STD-025, depending ontheexummwhichtl;e Commission leaves J-STD-02S unmodified,
industry would not require the ordinary 30-36 months to develop and install software and
equipnient consistant with the FCC's final determination. However, as the Commission is weil
aware from its recent Notice of Proposed Rulemaking, ® boeause of regretable delays in the
industry standards process (because of the on-going disputes over CALEA requirements) and the
publicaﬁonoftheﬂrsﬁnnmcitymﬁu(weubeyond:hemCmmanﬁcipmd).a

.'two-yecemionofmncmﬁmdmisakudymmy.“ Indeed, even the Department
of Justice has recognized that an extension will be necessary, given manufacturers’ current
m&c;pmdepmmscmna."

Accordingly, theCamnon:houldmbﬁ:hamumm:pedodorm«n
24 months for industry to develop and install the software and equipment necessary to implemnent
the Commission's final decision, irrespective of what that determination might be. This
sompliance period is consistent with normal industry practice as well as the Arnmey Genersl's
recent testimony before the House Appropriations Subcommittes for Cotnumerce, State, Justice

teating with menuficnirers’ sokmions. mmmmCmmmmmummguaomw
| obuin this critical informazion from the

3 la the Matter of Comnuniemtions Assistance for Law Enforcement Act, Natice of Froposed
Rulemaking, CC Doskst No. 97.313, FCCT 97356 (relsased Oct. 10, 1997).
" Ses, ¢.g.. the sumerous Comments and reply Comments filed in the Commission’s recant Notice

of Proposed Rulemeaking, inciuding: Commenss of the American Civil Libenties Union, a8 6-10; Reply Comments of
the Americsn Civil Liberties Uniaa, st 5-10; Camments of the United States Tolephone Assosiation. 8t {3-14: Reply

Comments of the Pervonal Communications industry Association. at S-7; Reply Cormments of the
Telecommunisstions industry Assasiation, at 6.8,

15 Jolan Patition for Expedited Rulemakiag. § 118; Communications Assistanes for Law
Eaforcement Act (CALEA) Implemensavion Report, az 15 & Appeadix B (January 26, 1998).

9.
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and the Judiciary, where she estimsed that industry would require at ieast 18 months to build the
equipment and software necessary to conform with the Cornmission's final decision.'®

TIA therefors respectfully suggests that aliowing industry two years o achieve capability
compliance after the premuigation of the new standard is a reasonable schedule. By promptly
announcmg that the October 25, 1998 compliance dare has been tolled and that industry will be
provided with at least 24 months to comply with any final decision it may reach, the Commission
\vouldpenhitboth itself and industry to focus resources an expeditious resolution of the current
petitions, rather than the hundreds (if not thousands) of separate petitions for extensjon of the
compliance date (under section 107(c)) which industy is already preparing. |

Finally, the Commission’s extension should address the aumerous industries (e.g.,
paging) fmwhichndthﬁupubiuwwcapuitqum have been cstablished. Both J-
STD-025 and the FBI's recently released Final Capacity Notice only address wireline, cellular
and PCS providers.!” Indeed, senicr officials of both the Department of Justics and the FBI have
recognized that, because of resource constraints, the FBI has not focused on other industries and
that compliance for such industrics will have to be postponad ustil after compliance for the
wireline, cellular and PCS industries has been resolved. As a result, the Commission should

¢ Ses Temimony of the Atemey Generai before the House Appropriations Subcommines for
Commeres, Stste, Justice, the Judisiary and Relsted Agencies (February 26, 1998).

17 Ses lmplementation of Section 104 of the Communications Assistance for Law Enforcament Act,
FBL, 63 Fed. Reg. 12318, 12220 (Maseh 13, 1908) (“thia Final Natise of Cspacity should be viewsd as the first
pmcnwbnuummmommmnmofmmemmm

Rulemaking by the Department of Justios and Federal Buvesu of [uvestigstion. 3 (filed March 27, 1998)
(indicating that S-STD-025 only applies to wirsline, ceilular and PCS carriers).

-10-
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ensure that the new compliance schedule extends to manufacturers of all telecommunications

equipment, not just those explicitly covered by J-STD-025.

IV. The Commission Should Establish an Expedited Schodule for Addressing the
Complicsted Technicsl and Legsl Issues Raised by These Petitions

All parties involved in this dispute would prefer as expeditious of 2 determination as
possible from the Commission. Accotdingly, TIA agrees with the Department of Justice’s
request that the rulemaking be placed on publis actice as soon as posaible.

As mentioned above, TIA urges the Commission to announce af the beginning of its
rulemaking that: 1) compliance with CALEA is suspended during the pendency of the proposed
rulemaking, and 2) that industry will be provided at least 24 months from the Commission’s final
determination to design, develop and inxtall the software and equipment necessary to implement
the Commission’s decision. TIA also requests that the Commission anrounce a comment period
similar to that adopted by the Commission in its previous Notice of Proposed Rulemaking -- with
an initial 30 day comment period and a subsequent 30 days for reply comments.

As the Commission is well aware, these petitions concemn complicated technical issues
that are not always easily conveyed in writing. Thus, TIA's members are willing to make their

engincers availeble to the Commission stafFin any additional forum that the Commission might
desire.

V.  Should the Commission Determine that J-STD-02S is Deficiant, It Should Remand
any Technical Standardizstion Work to TR-45.2

In the event that the Commission determines that J-STD-025 must be modified, TIA

suggests that the Commission remand any tachnical standardization work to the subcommittee
11 - "
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that originally created the standard - TR-45.2. Delegation 10 TR-45.2 would pexmit the
Commission 1o focus on the legal question of whsther certain features must be sdded or removed
from J.STD-025 and avoid expending resources creating technical specifications for any such
modifications. Delegation to TR-45.2 would 2isa allaw that subcommittee to ensure that any
modifications are harmonious with existing industry protocols as well as the now Lawfully
Authorized Electronic Surveillance (“LAES™) protwcol, created by J-STD-025 specifically 1o
implement CALEA. | | |

On remand, the Commnission should provide both: 1) detailed guidance of any
modifications it bas decided must be made in J-STD-025 and 2) a reasonabie deadline for the
subcommittee to compiete its work (with an sppropriats -djm of the compliance date).
The Commission could also consider assigning a staff member 10 participate in the proccedings.
Depending on the number and technical compiexity of any modifications, TIA would suggest a
cns year deadline for the subcommittee to publith any modifications,' with industry required 1
comply with the modified standard within 24 months.

V1.  Conclusion

TIA is proud of the hard work and good faith efforts made by the members of
subcommittee TR-4SlaMCommitteeT-linemblishingI-§TD—025. The members of these
- bodies represent some of the finest system and design engineers in the world. For more than two
years they worked closely with law enforeement to develop a standsrd that schieved

3 A enevyesr deadiine is consistent with the schadule edopted for the custent Exthanced Susveillance

Servicas standards project. Thls project, which was initiated in January, is scheduled to 3o to ballot by January
1999, with a final publiestion date in April 1999.

«12-
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Congressional intest and provided a careful balance between society's imterest in preserving
individual privacy, technological innovation and law enforcement's ability to execwee court-
authorized wirctaps.

TIA iooks forward to the Cammission’s resolution of any remaining uncerainties
surrounding this standard. Accordingly, TIA usges the Commission to immediately initiate this
mum:

{. MWM#CMMMmWof
the Comsmission's final determination of this dispute;

pR establish, at the beginning of its rulemaking, a ressonabile compliance
schadule of at least 24 months for industry t develop and install the
software and equipment necessary to implement the Commission's final
detetrination;

3. mmWMMMuamammm
and legal isaues raised by these petitions; and

4. should the Comunission determine that J-STD-02S is deficient, remand any
technicsl standardization work to TR-45.2.
Respectfiilly submitted

Telecommunications Industry Association

Stawart A. Baker Grant Seiffert,
Thnnu?d. Bazbe Direstor ofﬁoyemm Relstions
James M. Talene , Msﬂhgw.l.nnm
L. Bepjamin President .
Steptoe & Jolmson LLP w ;z& l;ni?aylv;m Avenus, N.W.
1330 Connwecticus Avesns, N.W.
Washington, D.C. 20036 Washiagton, DC 20004
(202) 429-3000 (202) 383-1483
Counss{ for TIA
April 2, 1997
e13-

Qe /8T AR * O

CCmT OO AT T . 1_MMR 2 QLT * N ud



